COLORADO STATE UNIVERSITY-PUEBLO
Financial Procedure Statements
FPI1 6-6

1. Procedure Title: PCl Compliance Program

2. Procedure Purpose and Effect: All Colorado State University-Pueblo departments that accept
credit/debit card payments must process those payments in a manner compliant with the Payment

Card Industry Data Security Standards (PCI DSS). This procedure is to provide guidance to
departments on how to achieve and maintain PCIl compliance.

3. Application of Procedure: This procedure applies to all departments that accept credit card
payments.

4. Exemptions: None.
5. Definitions:

The PCI Security Standards Council is an open global forum for the ongoing development,
enhancement, storage, dissemination, and implementation of security standards for account data
protection. The organization was founded by American Express, Discover Financial Services, JCB
International, MasterCard Worldwide, and Visa Inc.

The keystone is the PCI Data Security Standard (PCI DSS), which provides an actionable framework
for developing a robust payment card data security process — including prevention, detection, and
appropriate reaction to security incidents. A key objective of PCI DSS is to help organizations ensure
the safe handling of cardholder information at every step in the transaction process. Banking
Services reserves the right to suspend merchant accounts if guidelines are not followed.

The requirements:
¢ Build and Maintain a Secure Network

o Requirement 1: Install and maintain a firewall configuration to protectcardholder
data.

o Requirement 2: Do not use vendor-supplied defaults for system passwords and
other security parameters.

¢ Protect Cardholder Data

o Requirement 3: Protect stored cardholder data.
o Requirement 4: Encrypt transmission of cardholder data across open, public
networks.

¢ Maintain a Vulnerability Management Program
o Requirement 5: Use and regularly update anti-virus software or programs.
o Requirement 6: Develop and maintain secure systems and applications.

¢ Implement Strong Access Control Measures

o Requirement 7: Restrict access to cardholder data by business need-to-know.
o Requirement 8: Assign a unique ID to each person with computer access.
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o Requirement 9: Restrict physical access to cardholder data.

¢ Regularly Monitor and Test Networks
o Requirement 10: Track and monitor all access to network resources and
cardholder data.
o Requirement 11: Regularly test security systems and processes.

e Maintain an Information Security Policy
o Requirement 12: Maintain a policy that addresses information security forall
personnel.

A. Anti-Virus: Program or software capable of detecting, removing, and protecting againstvarious
forms of malicious software (also called “malware”), including viruses, worms, Trojans or Trojan
horses, spyware, adware, and rootkits.

B. Application: Includes all purchased and custom software programs or groups of programs,
including both internal and external (for example, web) applications.

C. Cardholder: Non-consumer or consumer customer to whom a payment card is issued to or any
individual authorized to use the payment card.

D. Cardholder Data: At a minimum, cardholder data consists of the full primary account number
(PAN). Cardholder data may also appear in the form of the full PAN plus any of thefollowing:
cardholder name, expiration date, and/or service code. See Sensitive Authentication Data for
additional data elements that may be transmitted or processed (but not stored) as part of a
payment transaction.

E. Default Password: Password on system administration, user, or service accounts predefinedin
a system, application, or device; usually associated with default account. Default accounts and
passwords are published and well known, and therefore easily guessed.

F. Encryption: Process of converting information into an unintelligible form except to holders of a
specific cryptographic key. Use of encryption protects information between the encryption
process and the decryption process (the inverse of encryption) against unauthorized disclosure.

G. Firewall: Hardware and/or software technology that protects network resources from
unauthorized access. A firewall permits or denies computer traffic between networks with different
security levels based upon a set of rules and other criteria.

H. Merchant: For the purposes of the PCI DSS, a merchant is defined as any entity that accepts
payment cards bearing the logos of any of the five members of PCI SSC: American Express,
Discover, JCB, MasterCard or Visa, as payment for goods and/or services. Note that a merchant
that accepts payment cards as payment for goods and/or services can also be a service provider
if the services sold result in storing, processing, or transmitting cardholder data on behalf of other
merchants or service providers. For example, an ISP is a merchant that accepts payment cards
for monthly billing, but also is a service provider if it hosts merchants as customers.
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. Payment Cards: For purposes of PCI DSS, any payment card/device that bears the logo of the
founding members of PCI SSC, which are American Express, Discover Financial Services, JCB
International, MasterCard Worldwide, or Visa, Inc.

J. PCI: Acronym for “Payment Card Industry.”

6. Procedure Statement: Depending on how your department accepts and processes credit/debit card
payments, there are four main components to the CSU-Pueblo compliance program:

A. Annual Self-Assessment Questionnaire (SAQ D) for those merchants processing payments
hosted on a University server or that touches the network. All merchants who have been deemed
to complete this SAQ by Business Financial Services must have a completed SAQ D on file. A
new SAQ must be completed when the Payment Card Industry Security Standards Council (PCI
SSC) releases a new version of the SAQ.

B. PCI Attestation and Date Security Do’s and Don’ts Forms for those merchants processing
credit/debit card payments via standalone, dial-out analog terminals. These forms are for
merchants that process credit cards with terminals connected via an analog phone line. The
Attestation Form outlines best practices and PCI requirements for these types of merchants. The
“Data Security Do’s and Don’ts” summarizes what type of sensitive cardholder data can be
stored and what cannot be stored. These forms are distributed on a yearly basis and are required
for all merchants with terminals and who accept retail card present payments and payments
accepted through the mail and or phone. Please see Attachment 1 for the Data Security Do’s and
Don’ts.

C. Annual Review of Credit Card Environment. This requirement also includes the creation and
maintenance of a departmental PCI Notebook. A representative from BFS will meet with all e-
commerce merchants on a yearly basis to review each credit card processing environment. This
meeting includes the following activities: review and completion of any required PCI forms (SAQ
D, etc.), changes in the way credit cards are accepted, and the creation and maintenance of a
PCI Notebook. This notebook must contain the following items:

1. CSU-Pueblo IT Security Policy.

2. PCI Forms — Policy Attestation Form and Data Security Do’s and Don’ts. These forms are

used as references only, unless instructed otherwise.

Network and payment application diagram.

Departmental policy and procedures for handling sensitive cardholder data.

5. Business Continuity/Disaster Recovery/Incident Response Plan. This requirement also
includes an annual test (desktop exercise) of a “what if’ scenario. Please record who
participated in the activity, document any findings of the event, and any changes and
updates needed for this plan.

6. Certificates of Compliance from any vendors associated with the payment process.

7. Copies of any contracts with such parties (if requested).

Once the PCI Notebook has been created, merchants are required to bring this information to
the annual PCI meeting that is scheduled with BFS.

o

D. Quarterly Scans of All Outward Facing IP Addresses that fall within the scope of PCI. BFS
and the department will determine what IP addresses need to be part of this process.

7. Reference and Cross-References:
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To obtain additional information on PCI DSS and the requirements please select the link below:

https://www.pcisecuritystandards.org/

8. Eorms and Tools:

Attachment #1
Shendards Councll

PCI DSS Data Storage Do'’s and Don’ts

Reguirement 3 of the Payment Cand Industry Data Sacurtty Standara (PCI DSS) IS to
=protect stored cardholder data.” The public expects that merchants end financlal
Institutions will protect payment card dats to thwart data theft and prevent unsuthorized
use. Requirement 3 addresses protection of stored cardholder data. Merchants who

do not stors any cardholder data automaticaty provide stronger protaction by having
saminated a key target for data thisves. Remamber If you don’t nesd It don't stors it

For merchants who have a legiimats business reason 1o stors cardhoidsr data, Itis
Important to understand what dsts slsments PCI DSS sllows them to stors and what
measures they must take to protect those data. In addition to PCI DSS requirements,
PA-DSS and PTS require protection of stored cardhoider data for peyment applications
and paymeant terminals. To prevent unauthorized storage, only PTS approved PIM antry
devices and PA-DSS valkdated payment appllcations should be ussd. PCI DSS5. PA-DSS
and PTS compliance ks enforced by the major payment card brands who esteblshad the
PCI DSS and the PCI Sacurity Standards Councll: Amsrican Exprass, Discovsr Financial

AT A GLAMCE
PCI 0SS DATA STORAGE

Sarvicas, JCB International, MasterCard Worldwide and Visa Inc.

PCl S5C FOUNDERS

Bagsic Payment Card Data Storage Guidelines for Merchants

Cardholdar data refers bo any ir ona L 7. card The data is
2 - printed on either side of the card and is confaired in digital format on the magrstic strips embeddad
‘% in the Backeide of the card. Some payment cards store data in chips embedded on the front side.
The front side wsually has the prima y account numiber (PAN), cardholder name and expiralion date.
DESC VIR The magnetic sifpe or chip holds these plus other ithve dista for suthentication and authorization.
|_" In genaral, no payment casd data should ever be stored by & marchant unkess if's necessany 1o
rsat the needs of the busi Sansitive authenficalion data on fhe magnelic stripe or chip must
l!a nusver be stonsd. Only the PAMN, expiration date, service code, o cardholder rams may be shohed,
and merchants must use lechnical pracaulions for safe storage (ses back of this fact shest for a
ﬂ summany). The matrix below shows basic "do’s” and “don’ts™ for data storags ssourity.
Mastarcard Data Do's Duarta Diorts
Do understand whare paymant caed data flows for | Do not stose cardhoicer data uniess (s absclutaly
v‘s‘ the entire transacton process TR CRSSary

Do varify that your payment card tenminals comply
witth the PCI Perscnal idantification Humber {FIN)
Transaction Secusity [PTS) requinements.

Marchants, Banks, Procassors,

Do not stcew sensitive suthentication data
contained in a paymant card’s chip or magnetc
siripe, inclucing the 3-4 dight card verification
oode or value pwinted on the front or back of the
payment card, after authorization.

Hardware and Software Devalopers O warify that your payment applicalions oomply
and Paint-of-Sale Vendars wiith the Payment Applicason Data Secunty
Etandard (PA-DSE)

D2 not hane payrment tenminals pring cut parsanally
lhamtiflatie paymant card data; printcuts shaulkd be
sruncated or masked

(Do retain {if you harve a leg@imate businass neadg
cawcholder data only # authoized, and ensure its

protected

Do ot stoee any payment cand data in payrent
card farminals or other unprobected andpoint
devioes, such as PCs, laptops or smart phones

Do use strong oy ¥ to rendar ur
cardhokder data that you stare, and use other
Iayered security technoiogies to minimize the sk
of supicits by criminals

D2 not locaba servens o other payment card

sysiam storage davices cutside of a locked, fully-
secursd and acosss-controlled room

Do ensure that third parties who procass your
customans' payment cards camply with PCIDSS,
FTS andior PA-DSES as applicable. Hane clear
@ocass and passwond proSection policies:

Do not parmit any unauthorized peopla 10 access
staned cardhoider data
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PROTECT STORED
CARDHOLDER DATA

Use Encryption

Encrypted data is unmneadable and
urusable to a system intrudar
without the proper cryptographia
keys. See the PCI 0SS Glossary for
mare irformatian:

wevw, posseounitystandards ong!
sacunty_standardsglossary.php
Use (Hhor Measures

Do not store cardholder data unless
thane is a legitmate business noed;
truncate or mask cardhalder data if
full PAM is not needed and do not
sand PAM in unencrypted emails,
instant massages, chats, eba..

Use Compensating Contrals e
Alternatives

I stared canrsholkder data cannot

b ancrypbed or athanwisa
rendersd unreadable, consult PGl

Technical Guidelines for Stored Payment Card Data

PLI OSE Requiremant 3 datails technical and oparational requirements for protecting staored

aardholdar data. Marchants should develop a data retertion and storage policy that strictly limits

storage amount and retantion tima to that which is reguired for business, legal, and/or regulabory

[pUrpasas.

Sansitiva authantication data must never ba stored after authorization — aven if thes data i enarypted.

# harvar store full contents of any track from the gard's magnetio stripe or chip (referred to as ful
track, track, track 1, track 2, or magnetic stripa datal. if required for business purposes, tha
cardhakier's name, PAN, axpiration date, and servics coda may be storsd as long as they ara
peotacted in accordanca with PCI DSE requiraments.

# hevar store the card-validation code or value (three- or four-digit number printed on the front or
baok of a payment card usad to vakdate card-not-present transactans].

# Movar store the personal identification numbar (PIN) or FIM Block.

* Bo sure to mask PAM whenewer it is displayed. The first six and kst four digits are the masemuem
numbar of digits that may ba displayed. This requirament does not apply to those autharized with
a spaaifio need to sae tha ful FAM, nar doas it suparseda strioter requirements in place for displays
of cardhoider data such as on a paint-of-saks receipt.

Technical Guidelines for Payment Card Data Storage

Randar Stored Aocount
Data Urreadabls par
Raquirament 3.4

Storage

e Parmitisd

D22 Appandix B: Compansating Frivnry Acgount Mesrkur on Yaa
Cantrols and Appendix ©: [ ]
Campensating Congrmls Workshaet. Candholder Data. Canchalcer Homa o Mo
Vertty 3rd Party Compiiance i Ewrvics Code i Mo
Appraved PTS Devices Duto ... Mo
www polsecurlystandards. o Cannot stors por
— ) Full Magnatic Stripa Dato® Hi A P
spproved.pin, brsnesoion secerity php Aathomtication | CAMEVCHOWRTD e Cannck sices par
Vali | Payrmerit Applications Ciata’ Bequremant 3.2
werw. prisecuritystandands ang! EIHAEIN Block He Cannct storm por
approwed_companies_providens) Fequinemant 3.2
validated_payment_applcations.|
- na.ph: ol Senakn tion daofn must not ba stored after sutharization (even if encryptad)
® Ful track data fom the magnetic gitipe, equivalent data an the chip, or alsewhar,
Technical Guidelines for Protecting Stored Payment Card Data
PLI OSS requires PAN to ba rendered unreadable arpwhere it is stored — inaluding portable digital
media, backup medi, and in lags. Solutions for this requiremant may includa one of the following:
= Oime-wary hash functions based on strong oryplography — convarts the antire PAN imto a unique,
fixed-bength cryptographso valua.
+ Tnmoation — permanantly removas a sagmant of tha data (for exampla, retaring onby the last
Tour digits).
* Index fokens and secursly stored pade — enoryption algonthm that combines sensiive plain taxt
data with a m'bdcunhqur"p:ld"li‘nt warks anly cnoa.
= Strong cr ¥ — with iated key managament processes and procedures. Aefer to tha
PCi DSS and FA-DSS Glossary of Tams, Abbreviations and Acranyms for the definition of “sirong
cryptagraptny.”
Soma aryptography solutions enarypt spacifia fiekds of information siored in a database; others
ancrypt a snguiar fils or avan the entire disk whaere data is stored. ¥ full-disk encrypion is used,
logical access must be managed indepandantty of native operating system access contral
machanisms, and decryption keys must not ba tied to user accounts.
Enoryption keys used for ancryption of cardholder data must ba protected against both disclosura
and misuse. All key management processes and procedunes for keys used for encryption of
gardholdar data must ba fully dosumanted and implamented. Far more datails, sae PCI D9S2
Reguiremant 3,
& 300 PO Sasuiity Stasdands Gouscll LLC. Tha inbant of this d I 15 proveld, I bl ik L Cietnbar 2010
[EHE—— ur aupersade PG S50 Securly S [
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