INFORMATION TECHNOLOGY @ CSU PUEBLO

! Hello CSU Community!

REPORT This week's cybersecurity awareness month topic covers Phishing and Ransomware.

PHISHING

o D Phishing is when criminals use fake emails to lure you into clicking on them and handing over your
e TS personal information, or installing malware (software with bad intent) on your device. Ransomware is a

type of malware and just as it sounds, once installed, it will hold your system hostage for ransom.
However, it's easy to avoid phishing and ransomware once you know what to look for.

Think Before You Click: The signs can be subtle, but once you recognize a phishing or ransomware attempt you can avoid falling for
it. Here are some quick tips on how to clearly spot a fake phishing or ransomware email:

Contains an offer that's too good to be true

Language that’s urgent, alarming, or threatening
Poorly-crafted writing with misspellings, and bad grammar
Greetings that are ambiguous or very generic

Requests to send personal information

Urgency to click on an unfamiliar hyperlinks or attachment

Strange or abrupt business requests

Sending e-mail doesn't match the company who it's supposed to be coming from

Oh no! | see a phishing email. What do | do? Don’t worry, you've already done the Watch: The Phishing & Ransomware Stats
hard part which is recognizing that an email is fake and part of a criminal’s phishing expedition.

Report any suspicious email right from your Outlook inbox: Phishing
1. Open the malicious email message (do not click on any links within the message).
2. At the top of the message, click on Report Message.

3. Click on the appropriate malicious email type (e.g. Phishing).

For more detailed instructions, visit Managing_ Spam and Junk Email in Microsoft 365.
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Learn more about cybersecurity at each campus. e CSUSYSTEM

COLORADO STATE UNIVERSITY

Fort Collins visit: it.colostate.edu/cybersecurity, (SN
Pueblo visit: https://www.csupueblo.edu/information-technology/security/index.html
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