CSU

PUEBLO

BACKGROUND CHECK PROCEDURES

The following procedures are associated with the Colorado State University Pueblo Background
Check Policy. The University has implemented the background check policy as a necessary
step toward ensuring the continued safety of our students, employees, and campus visitors.
These procedures apply to all employees, certain volunteers, and student employees in
positions that involve cash or payment handling, working with vulnerable populations, or access
to sensitive information. The Office of Human Resources and Institutional Equity (HRIE) is
responsible for conducting background checks.

The pre-employment background check is a critical step in the hiring process that must be
completed and approved before the final applicant can begin working or a non-employee can
begin volunteering. Final applicants for hire consent to a background check upon signing their
offer letter or Request for Non-Student Hourly Employee. Volunteers consent to a background
check upon signing their Non-Paid Services Application/Agreement.

Background checks are required for:

¢ Final applicants (candidates extended conditional offers of employment); volunteers who
interact with students and/or minors, conduct on-campus research, or have access to
controlled substances or sensitive materials/information;

e Existing employees changing positions that add sensitive conditions or driving (MVR
check only) their duties;

e Rehired employees with more than 12 months’ break in service—sabbatical, parental,
military, and other University-approved leaves do not constitute a break in service;

e Student workers who meet any of the aforementioned sensitive conditions of
employment.

Background checks are not required for:
¢ Rehired employees with less than 12 months’ break in service;
e Minors;
e Existing employees moving to a new position with no change in sensitive conditions or
for which driving is not required.

Background checks include national, state, and county criminal history and sex offender
records, as well as Social Security number verification. Nation-wide motor vehicle records
checks are conducted for positions that require a valid driver’s license, require the employee to
drive as a regular part of their job responsibilities, or require use of a University-owned/leased
vehicle for the purpose of conducting University business.

When background checks are requested by HRIE, HireRight invitations will be sent by text
message and/or email to the final applicant/existing employee/volunteer generally within 24
hours of written acceptance of the job offer (signed offer letter or Request for Non-Student
Hourly Employee) or Non-Paid Services Application/Agreement. Final applicants/existing
employees/volunteers may refer to the attached HireRight Background Check Process for steps
to complete their background check. Applicants/existing employees/volunteers may request a
copy of their background report when they submit their personal and self-report information to
HireRight.

11/01/2023 Page 1 0of 8 Background Check Procedures



The University will cover the cost of employment-related background checks. Temporary camp,
recreation, and club sports worker background checks will be billed to the department
requesting the screening.

Successful Completion/Approval of Background Check

Upon successful completion and approval of a requested background check, the final
applicant/existing employee/volunteer and the position supervisor noted on the offer letter,
Request for Non-Student Hourly Employee, or Non-Paid Services Application/Agreement will be
notified by email.

Discrepancies in Background Check

If information is revealed in a report resulting from a background check that could potentially
result in an adverse employment decision, HRIE will take the following steps:

1. Pre-Adverse Action Notice: HRIE will notify the final applicant/existing
employee/volunteer that negative information was revealed during the background check
process that may impact the employment decision and will provide a copy of the
supporting report to the candidate or employee, along with a copy of “A Summary of
Your Rights Under the Fair Credit Reporting Act.” The final applicant/existing
employee/volunteer will have five days to challenge the information provided in the
report and take steps to correct inaccuracies or provide explanation.

2. Decision Stay: A final employment decision shall not be made until new information
provided by the final applicant/existing employee/volunteer has been considered or such
time that the candidate or employee fails to respond as required. HRIE will conduct a
review of the background check report and any information provided by the final
applicant/existing employee/volunteer pursuant with the Background Checks for
Employment Purposes Policy.

3. Adverse Action Notice: If, after considering any applicant/existing employee/volunteer
response, HRIE determines that the negative information revealed results in an adverse
employment decision, a second written notification will be sent to the candidate or
employee. This notice shall include the following:

a. The name, address, and phone number of the vendor consumer report agency
(CRA) that supplied the report;

b. A statement that the CRA supplying the report did not make the decision to take the
adverse action and cannot give specific reasons for it; and

c. A notice of the individual’s right to dispute the accuracy or completeness of any
information the CRA furnished, and their right to an additional free consumer report
upon request within 60 days and to dispute with the CRA the accuracy or
completeness of any information in the consumer report.

HRIE will maintain background reports in a confidential file. Background check reports are
subject to the State’s records retention requirements. Background check reports shall only be
released upon specific authorization by the applicant/existing employee/volunteer or the
University’s Office of General Counsel.

Self-reporting Requirement
1. Employees are required to inform their supervisor within 72 hours, if at any time
during their employment, or during any break in service, they are arrested, charged

with a crime and/or pled guilty or are found guilty of a crime under state or federal
law.
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2. The supervisor must notify HRIE immediately. If HRIE determines the conviction is
reasonably related to the employee’s ability to carry out the duties or functions of
their position, or will have a negative impact on the University in any manner, then
the employee may be subject to discipline, up to and including termination and/or
additional background checks and rechecks at periodic intervals. Failure to report
such incidents may result in disciplinary action up to and including termination.

Employees subject to motor vehicle checks must report any suspension, revocation,
cancellation, or expiration of their driver’s license to their supervisor. If the occurrence is the
subject of a legal or administrative proceeding, and the employee has the legal right to continue
to work and to operate a motor vehicle while the action or proceeding is pending, then the report
shall be made upon final disposition of the action or proceeding. Such convictions may subject
the employee to discipline, up to and including termination, and/or more frequent motor vehicle
checks. Failure to report such incidents may result in disciplinary action up to and including
termination.

e Any employees or volunteers who self-report a drug and/or alcohol conviction and who
are required to drive for their position will be immediately removed from any driving
responsibilities.

e Hiring Authorities or supervisors notified by an employee of a post-employment criminal
conviction, suspension or revocation of their driver’s license, even if temporary, have an
obligation to report the information to HRIE.
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HireRight Background Check Process

1. The final applicant/volunteer/existing employee receives a text message/email with the link

to complete the background check along with a username and temporary password.

We are here to help you get hired.

Let's start your background verification now.

Dear John,

Board of Governors of the Colorado State University
System has parinered with HireRight to conduct your
background verification. Please use our secure online portal to
provide your personal information. You will find the necessary
consent form to be completed before HireRight can begin
processing your Board of Governors of the Colorado State
University System verification

Your user ID is:

User ID: johndoe@hotmail.com
Password: 7d6cd8

CATET * 116 AM

< )

HireRight Msg: Hello
your recruiter

has enabled text
notifications for your
background verification
process. Please begin your
background verification for
Colorado State University
Pueblo at
owsQ1l.hireright.com/u/SnRE
Login:
test.test@hireright.com
Password: S i

For Help go to:
www.hireright.com/
customer-service.

Text STOP to opt-out from
HireRight alerts.

OKA)

¥

o~
(9

o

2. After the final applicant/volunteer/existing employee signs in using their temporary
password, they are prompted to create their own password, update their notification
settings, and click “next” to advance to the background check.

A warm welcome from HireRight.
Password Ehle
« F2
Text Matifications ."':I"_ i ke to subscribe 3 te messages for nolificatio g
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3. The final applicant/volunteer/or existing employee fills in their personal information and
clicks “next”. (Note: foreign nationals who do not have a social security number will

enter 888-88-8888.)

Personal Infarmation

Hama

SO0 DT g N

Current Mailing Address and Contact Information

Iderntification

Q@

4. The final applicant/volunteer/existing employee clicks “yes” to self-report information or “no”
to advance to the next step, and then clicks “next”.

Candidate Self-Reported Information

ou ever been convicted of an offense against the law (induding any conviction for d

11/01/2023
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5. If a motor vehicle record was ordered, the final applicant/volunteer/existing employee enters
their driver’s license information and clicks “next”.

Motor Vehicle Record

Driver License Details

Mot Applicable

6. The final applicant/volunteer/existing employee reviews their information to ensure
everything is entered correctly and clicks “next”.

Motor Vehicle Record

Driver License Details

PREVIOUS

Form Steps Progress
nstructions Review Your Information
Personal Information
Name
» Review Your Information
Usa
' Norton
n; hiz addre:
nformation
n offense
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7. The final applicant/volunteer/existing employee provides an electronic signature to initiate
the background check. Both boxes must be checked (under the signature box) in order to
proceed.

Screening Disclosure and Autherization
DISCLOSURE AND AUTHORIZATION REGARDING BACKGROUND INVESTIGATION FOR EMPLOYMENT
PURPOSES

Disclosure

Colorado State Un y*) may request from a

commonly

tion with your

co
stand
may be obtained include. but are not limited ©

: crimina

ident history; social security number verificat

ur education, emplo

ent and earnings

ng results and history: military s

Authorization

hereby authorize Company to obtain the consumer reports described above about me.

Electronic Signature

Full Nama: *

Doe, John |

the e-mail address above. Please ensu

8. The final applicant/volunteer/existing employee reads/reviews the Acknowledgement &
Authorization and any relevant state law notices.
Drogress

Other Disclosures and Authorizations

OTHER DISCLOSURES, ACKNOWLEDGMENTS & AUTHORIZATIONS REGARDING BACKGROUND

INVESTIGATION FOR EMPLOYMENT PURPOSES
Disclosures

ve Consumer Report:

ystem (the " e

may regues

Board of Governors the Colorado State Universit

an

ve consumer report about you from HireRight, LLC ("HireR consumer reporting

on with your employment, or application for employment. or engagement for

sices (including independent contractor or volunteer a s. as applicable). An " Tigative

consumer report” is a background repert that includes information from personal interviews (except in

California, where that term includes bac

und reports with or without informa

nal intervie:

gh personal interviews

tion sources. The in
character. general reput

request more information about the nature and scope of an investigath

contacting the Company.
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9. The final applicant/volunteer/existing employee provides another e-signature, checks

consent boxes, and clicks “accept & submit”.

For additional information. refer to:

| have read additional disclosures provided above

Electronic Signature

Name

Doe, John )

PREVIOUS

10. The final applicant/volunteer/existing employee receives a confirmation page after clicking
“accept & submit” to let them know they have completed the process.

Thank you for your information!
Your request ID:
This completes phase 1 of your background verification.
HireRight estimates that your background report will be completed in 23 hours - 4 business

days and made available to Board of Governors of the Colorado State University System
between Jan 10, 2019 and Jan 14, 2019,

This is your Applicant Center.
Here you can track the progress of your report and communicate with HireRight.

11/01/2023 Page 8 of 8

Background Check Procedures



	Self-reporting Requirement

