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COLORADQ STATE UNIVERSITY

PUEBLO

DEPARTMENT: INFORMATION TECHNOLOGY
AREA: INFORMATION SECURITY

CAE Memo: EVIDENCE OF SOUND CYBER SECURITY POSTURE AND SECURITY PLAN

To whom it may concern,

I hereby attest as the Colorado State University Pueblo (CSU Pueblo) Information Security Manager that CSU
Pueblo provides its faculty, staff, and students with a sound cybersecurity plan.

I also attest to that the fact that CSU Pueblo has named me (Mark D. Gonzales, Information Security
Manager CSU Pueblo, mark.gonzales@csupueblo.edu, cell: 719-549-2607) the dedicated on-campus official for
all cybersecurity planning and implementation. Please reference Appendix H for my job description.

The following includes cybersecurity plan includes the following material, training, and policy.
2.1. Introduction to Data Security & Privacy

2.2, The Data Security Problem
2.3. What We Need to Protect
2.4. Threat Actors & Their Tactics
2.5. How We Can Protect Data
2.6. Responding & Reporting

2.7. Final Thoughts

1. Information Technology (IT) policies (ref. Appendix A).

2. Annual Data Security & Privacy training for all faculty, staff, and student employees via EverFi. This Data
Security & Privacy training includes the following seven modules: (ref. Appendix B).

3. Annual Payment Card Industry Data Security Standard audit and training for all departments (includes
faculty, staff, and student employees) handling credit card data. (Ref. Appendix C)

4. Monthly Information Security Working Group (ISWG) meetings focused on campus cybersecurity.
Membership includes non-technical faculty, staff, and students. (Ref. Appendix D)

5. Monthly Information Technology Security Team (ITST) meetings focused on campus cybersecurity.
Membership includes technical staff and IT student employees. (Ref. Appendix E)

6. Management of a campus Information Security (InfoSec) website under the IT department banner for all
faculty, staff, students. This website focuses on cybersecurity, data security, and information security.
(Ref. Appendix F)

7. The monthly publication of a InfoSec Newsletter for all faculty, staff, students. This is a one page
newsletter of cybersecurity current threats and recommendations to keep campus and personal data
secure. (Ref. Appendix G)

Mawvk D. GOVW September 29, 2021

Mark D. Gonzales Information Security Manager, Colorado State University Pueblo Date
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APPENDIX A

CSU PUEBLO IT POLICIES

Title Link

Acceptable Use Policy for Technology Resources | http://csu-pueblo-policies.colostate.edu/policy.aspx?id=27

Computer Crime Policy http://csu-pueblo-policies.colostate.edu/policy.aspx?id=49

CSU-Pueblo Web Policy http://csu-pueblo-
policies.colostate.edu/policy.aspx?id=139

eAccount Policy http://csu-pueblo-policies.colostate.edu/policy.aspx?id=48
Email and Electronic Mass Communications http://csu-pueblo-policies.colostate.edu/policy.aspx?id=15
Policy

Password Policy http://csu-pueblo-policies.colostate.edu/policy.aspx?id=50
Server Policy http://csu-pueblo-policies.colostate.edu/policy.aspx?id=51
Toll Free Number Policy http://csu-pueblo-policies.colostate.edu/policy.aspx?id=52
Wireless Deployment Management Policy http://csu-pueblo-policies.colostate.edu/policy.aspx?id=53
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COLORADQ STATE UNIVERSITY
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APPENDIX B-CSU-Pueblo Cyber Security Training Modules

© users
Status: Started Due Date: 2021-12-31

» 2
In Progress: 28 Starts On: 2020-10-06

Reporis l B : itv a Vacy
m P! b Complete: 721 Il Data Security and Privacy Ends On: 20211006
Not Started: 868 Next Reminder: 2021-04-20
Assignments
'_ﬂ Communications ASSIGNED LEARNERS NOT ASSIGNED
Lx settings Q, Sea

0 Help igned (All) 1,617 | Not Started 868 In Progress 28 ( Complete 721 ) A PastDue 0

Data Security and Privacy

what We Need to
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The Data Security
Problem

Responding &
Reporting

How We Can Protect
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T hreat Actors & Their
Tactics

Final Thoughts
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APPENDIX C
Image 1: Blackboard Learning Management System

[ @ blackboard.lms.csupueblo.edu/webapps/blackboard/execute/announcement?method=search&context=co

Apps [ Admin NCSR [l InfraGard [l Change Mgmt [l CSU-Pueblo [l CyberReading [l Incident Response [i Cyber Tools & Reso...

Announcements

®

Announcements

New Announcern

PCI Compliance Training
(ditc_PCI_Training)

Contact Me

Announcements
L
PCl DSS Annual Training

e =
PCl D55 Exam New announcements appear below this line

Course Content @

PCI DSS Annual Training Requirement

pliance

 Training

Tech Requirements
Posted on: Monday, lanuary 18, 2021 3:08:19 PM MST

This Payment Card Industry Data Security Standard (PCI DSS) Awareness training is an annual

My Grades requirement for anyone that handles payment card transactions on our CSU Pueblo campus. €SU
Pueblo is required to comply with the PCI DSS standards and this training is one facet of making
our campus compliant. By promoting employee awareness of data security, our campus can
improve our security posture and reduce risk to cardholder data.

Send Email

All Bb Tools

Course Management

Control Panel

Image 2: PowerPoint training (Title Slide) Image 3: PowerPoint training (Slide 1), Objectives

PCI DSS
Annual
Training

P D A OB

Improve campus
security

Provide information
resources to help
improve payment card

- - security for all campus
CSU Pueblo departments.
Information Technology Services \ e
Business Financial Services Understanding \ sTiphtyaeeting

| 'PCI DSS and why | PCI requirements

PUEBLO | " =® i-m,mmy

\\

=
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APPENDIX D

=)
Infarmation Security Working Group
Security o culture. Cyber Arotecting our uiversity starts with this group.
e need your help.

MEETING INFORMATION

Date: March 25, 2021 (Reoccurming the lzst Thursday of the manth]

Time: 3:00ta 350 PN

AGENDA

ISWG Security Questions/Cancers?
1] (sarah is emaf from other legitimate schoots allowed through our Mimecast emal fiter or iz blocked by defzult?

Answer: Emait: from legitimate Internet *domain names zre llowed through sutomatically. Qut Mimecast email mansgement system
automaticelly blocks known bad Intemet d Weanal [ly enter i damain names or even 2 bad actors email
‘address sothat we can prevent others on campus from getting phishing or email scams.

*GOPR and *CCPAIN & nutshell = Data Privacy
7

EyerFi free GOPR training

Reminder. 1l bz adding your names to the EyerFi GOPR training with a due date of December 31, 2021. This s not  requirement so pleasz ket me
fenow if you want me to take you off of the fist.

Reminder: C5u Fart Calling has already dane the heavy Iifting for GOPR! https://gdpr.calostate.edu/

{Action item: Mark] Copy the Privacy Areas and Controllers table from the hitps:y/gdpr.colostate eduf website 2nd use it 2 a template for CSU Pueblo.
A in any other Seniices/Systems we offer

(Action item: Mark] Onc the Privacy dreas and Controllers table isfiled in then 3 meeting of those peaple needs to take place to ask them to describe
the bulletzd items.

Identifying Dt Stewards

Paint of contact for zach depertmant
i) Estahlizh data retantion period

i) Periodic review of thelr data

v Lesst privleges

Campus Situztional Awareness

4

“fou might be DU Mult Factar {MFA] on campus, what isit?
&) https:/duo.comyproduct/mutti-factar-authentication-mf

5

T Disaster Recavery VITX 2021 After Action Report and Improvement Plan overview.

6]

(50 System Cyber Consuttation Kick-off meeting was March 22, 2021

Ientifying whera ae we at now with our szcurity pasture on campus using the IS Controls. The CIS Cantrols provide priortized cybersecurity best
practices. https:/fwmww. disecurity.org/controks/

7l

Awindonw inta haiw many security events our czmpus szes.
Fhishing attempts Jan thru today = 26
wendor refated breaches = 1 [Mimecast)
How to determing if your email address end passwords have been leaked in 2 data breach:
(1) https/haveibeenpwned.com/
(2} https://monitor firefos.com/
§  *poi oA (pci) Compliznee: Annuzl Audit and Training start now March 2021

‘The PC1 Audit s an annual internzl audit that s required for all campus departments that handle credit card transactions or data. Outlook calendar
invitation:s for the audit portion of our compliance have already gone out

Part of our being compliant includes PCI training. This year, training has been setup in Blackboard. Anyone on campus that handles aredit cand
transactions or data i requied to take the training | fag/steff/students. Please let me know i you have anyons that needs to take the training.

Communication Methods

3| Reminder: plezse send me your cell phans number in order to receive IT Emergency Messaging using the RAVE M3 services [Emergency Situstions only).

10)  campus Infoser Monthly Newsletter March hittpsfwaw.cupuehlo. ion-technalogy/security/ it

Cybersarurity Awareness
Biggent dsta breaches February 2021
o it wwe youtube comwatch =g VES IARSEM

Cpbersecurty in Cducation {ligher Education]
o hittgsfwwe outube comwatchfv= 2FSFVGERY

DEFINTONS
GORR Genéra Cata Protection Regulation
o Calfernia Cansumer Pratection Act
PCIDSE Pagment Card Industry Daka Sacuriy Standard

Interet Do g o .
HEMESMEETE ) b femet domain mame i5 3 Lnigus name of an arganization ar person on th [ntemet. For example, the

Intesiet domain narme for CSU Pugblo i ciupueblavedu and far Fart Callins it
colostate:edy.

PURPOSE OF SWG

Censists aof (S Pueblo faculty and staff, Cach tiam mesmbar is dasiynatid a6 their department paint of contactfer a Cyberseeurity ncident,
¥ Provide asecurity vision for our campus.

 Raise Information Security awareness for your dapartments and the cimpus a a whale.

* Recommend Informiation Security (InfoSec) initatives to campus I Govarnance committes,

- Ackin aleaderchip role in identifying improvements, strategies, projects, and palicy relsted to Infarmetion Secury.

*  Provide Infosec guidance for related palicies [z g, FIRPY, GOFR, HERA)
® Assist with identifying campus critical systems and prioritzing the arder 7 which these criticalsystesms willbe brought beck eline.
¥ Jsist with drafting public information messaging,
 Idetify and discuss legal issues refted to Infarmation Security.
¥ Protect our campus' ablity to perform narmal operations.
Pratectour data.

Protect our tethnalogy.
Protuct our students, fculty, and stafl.

\
£ csupues
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COLORADQ STATE UNIVERSITY

PUEBLO

APPENDIX E

(CSU Pueblo IT Information Security Team Meeting
Cybersecurity teams are at the frontline

AGENDA

CSU

PUEBLD

MEETING INFORMATION

Date: March 17, 2021 (3rd Wed of every month)
Time: 10:00 to 10:50 AM

TEAM MEMBERS

Blue ftalic text are notes taken during the meeting
Red italic text are oction items

AGENDA
1 Intraduce new members/guests
2. Team Discussion: Team Questions and Concems
O (Frank, 2021feb17) with the incrense demand for loptops, what s the policy far stolen laptaps?

v (Mark) 've submitted a praject through IT Governance 1o start using BitLocker and to use
Ative Directory to automatically store the keys.

v [Action Item: Mark] Update CSU Pueblo written policy and include 2 pointer ta C3U
System website/FC policy.
v Far/Staffus. Student employment laptop checkout i different,

v [T Project Bitlocker — easy setup for new machines, harder for machines existing
machines.

[ Should these monthly mestings be an opportunity to train [EOC, Incident Response, COOP, DR o
should they be what they are now, a place to discuss security issues and concerns and campus
Updates?

v Best of both— pre-read on campus [T Security updates and also a training opportunity.
Have the full training at separate meetings. This group is the Think Tank to identify
rainings for IT, Leadership, Faculty, Staff, 3iudents.

3. GlobalfLocal Security Affecting Our Campus

O *Mimecast Data Breach Notification [Solarwinds Orion) - se2 below
O Microsof: Bxchanga Zero-Day Webpage (aka Critical Patches) https:/fwwnw.cisecurity.org/ms-
exchange-zera-day/

4. Campus Stats
O Phishing 2021
v Janary=18
Page 10f2

" February=4
" March {to date) =&

O Diszster Recovery A4R-IP waiting to hear back from [T Mzmp, team before sending out.
* [Action ltem: Mark Close the loop with Lisa Geqig on the DR Audit

O PCl Annual Department Audits starting March 23, 2021

O C3U Pueblo IT Risk Assessment Consultation starting March 22, 2021 (C5U System auditors]
O Windows 7 to Windows 10 Updates:
" Faosiaff= 306 Completed, 357 Errors
" Student Labs = Starting March 31° (749 machines)
O Windows 2003, 2008 servers: No update
O GDPR Project: ot stared
*  [Action Item: Mark] Identify Data Stewards from each campus department to assign take
the Everfi GOPR training.
O Incident Response Plan Exercise: Not started
O Trairing:
¥ Cybersecurity Awareness Packages for our Campus - Infodec, Ninjlp, KnowBed, SANS
" How to use an Emergency Operation Center

estgation wih Mandiant showed us hat the threat actor accessed n data felds withn
By 10n. We have no avicenca that the threat actor accessed emall or archive content hald
Mimacast on behalt of our customers. Provided below are an overvew of e data accessad dnd recommendations based
o fisk-paded analyss
m s of gl cied?

Email addresses and'or display names an

In saved edscovery (ases and expors, or searches intialed by

g0 hedd by MImegas! an

me slamp- Tuesday T80 March, F-30AM EST, 11.30

Page 2 of 2
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APPENDIX F

https://www.csupueblo.edu/information-technologyv/security/index.html

< C & csupueblo.edu/information-technology/sect fex.hitr ; FUNL I
w©

i Apps [ Admin NCSR i InfraGard [l Change Mgmt [ CSU-Pueblc [l CyberReading [ Incident Response [l CyberTool & Reso.. [l DR [l HSAC » Reading list
Campus is currently operating on YELLOW level COVID dial. For more information about campus operations, click here >>

Prospective Students  Parents Alumni Current Students Faculty and Staff APPLY & GIVE i VISIT [ SEARCH Q

csu ABOUT  ADMISSIONS ACADEMICS CAMPUSLIFE ATHLETICS COMMUNITY
PUEBLOD

Information Technology e/ IRAEDTICmES £ S

Help Desk Security

Tech Drive Thru & Walk Up . . .
Why Information Security (InfoSec) is so

important?

Services and Systems

Information Security
Protecting ourselves means protecting our personally identifiable information (PII), our

PC| Compliance protected health information (PHI), and our campus intellectual property from theft and
damage caused by bad actors. Intoday's world, it's become imperative that we all play a

Summer is Here.
Earn a $500 scholarship by enrolling in

InfoSec Awar " i 5
o role and take responsibility in protecting ourselves and our data. nine summer credits. Summer semester is
InfoSec Newsfetter a unique opportunity for our students and
the perfect time to make progress in your
Governance To help in this effort, our CSU Pueblo Information Technology Services (ITS) department has g AR Y

degree.
created this website where we'll learn about social engineering scams like Phishing emails, g

Vishing phone calls, Smishing text messages, and even more sophisticated cybersecurity
Contact Us attacks like Ransomware, Data breaches/leaks, or other malware designed to steal our
campus data or our personal data.

Core Systems Renewal
Learn more ®

Experiencing an InfoSec incident on campus can cost us all with:

2 Economic costs: Disruption in our work, and the cost of repairing our damaged systems
» Reputational costs: Loss of customer trust, loss of current and future customers to

competitors and poor media coverage

2 Regulatory costs: GDPR, HIPPA, PCI, and other data breach laws mean that our

organization could suffer large requlatory fines

We look forward to working with you as we all continue to learn and grow in InfoSec!

2200 BONFORTE BLVD, PUEBLO, CO 81001-4901 | 719.555.5555 | CSUPUEBLO.EDU
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APPENDIX G
https://www.csupuebl 0.edu/informati on-technol ogy/security/newsl etter.html
€« - (C @& csupuebloedu e R G e

@ L " a3

&d)
L

i Apps B Admin WNCSR [ InfraGard [l Change Mgmt [ CSU-Pueblc [ CyberReading [ Incident Response [l| CyberTools & Reso.. [l DR [ HSAC » Reading list
Campus is currently operating on YELLOW level COVID dial. For more information about campus operations, click here >>

Prospective Students Parents Alumni Current Students Faculty and Staff APPLY (& GIVE iF VISIT [ SEARCH Q

CSU ABOUT ADMISSIONS ACADEMICS CAMPUSLIFE ATHLETICS COMMUNITY
PUEBLD

Information Technology

Help Desk InfoSec Newsletter

Tech Drive Thru & Walk Up
Monthly newsletters

Services and Systems

> [8 April 2021 This edition we are focusing the growing trend of RAAS or ransomware as

Information Security

a service. We also discuss a bit about the department's efforts to audit every Summer is Here.
PCl| Compliance
department for PCI-DSS. Earn a $500 scholarship by enrolling in

InfoSec Awareness nine summer credits. Summer semester is

» [ March 2021 This edition has a piece on "Top Cybersecurity Tips® to help you protect

InfoSec Newsletter a unique opportunity for our students and
Sovernance yourself and some information on the Tabletop Exercise we will be performing on the perfect time to make progress in your
March 10th to test our IT staff, degree.

Core Systems Renewal
T > [ February 2021 This edition of our newsletter focuses on the Covid-19 vaccine and the Learnmore @

Contact Us phishing attempts on the companies involved. This is important to know since the
attackers could start focusing on individuals as well. Our other focus is onthe
Information Security Working Group, a new group at our school.

» [8 December 2020 This edition of our newsletter includes tips on how to safely shop
online, especially for the holiday season. We also have a section about the Everfi
training on Data Security and Privacy Training that is due before the end of the year

> [8 Movember 2020 This edition of our newsletter focuses on the dangers and security
concerns of QR codes and how you can help protect yourself. It also focuses on the IT
department's efforts to switch the campus over to Windows 10 from Windows 7.

> [A October 2020 This is the first edition of a Monthly Information Security Newsletter
brought to you by our Information Technology department. This month we focus ona

new Phishing scam as well as our work on PCI DSS compliance

2200 BONFORTE BLVD, PUEBLO, CO 81001-4901 | 719.555.5555 | CSUPUEBLO.EDU
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I ersity (719) 549-2142 Fax: (719) 549-2909
PUEBLO_

Colorado State University Security Resources, Security Awareness Programs

Information Technology Services — Computing Resources Agreement

Information Technology Services (ITS) at Colorado State University-Pueblo provides a broad spectrum of
support for the planning, development, deployment, and integration of state-of-the-art facilities, infrastructure,
and services to support the information technology needs of the academic, research, and administrative
functions of the University. ITS provides oversight, management, coordination, integration, and staffing of
Information Support Services, Instructional Technology Center, Network and Systems Services, Technology
Support Services, and Telephone and Network Cabling Services.

To gain access to the university’s computing resources, complete a “Computer Resource Application”
(http://iwww.csupueblo.edu/its/forms/) and submit it to Information Technology Services in Administration
Building Room 111. Computing resources such as the university’s network, e-mail, Administrative Information
System (AIS), and other university software will be established for you once this official form is received,
Human Resources has received all required employment paperwork and, when applicable, a contract
completed.

Each person granted access to university computing resources is responsible for adhering to ALL university
technology policies. Pertinent policy information is available on the web at http://www.colostate-
pueblo.edu/its/, and includes the following policies:

e Electronic Communications Policy Guidelines established for the use of all electronic
communications

e Computer Account Policy Computer account & eligibility guidelines

e Password Policy Guidelines established for the use of passwords

e Electronic Mail Policy Use of electronic malil

e Security Guidelines and Procedures = Computer and network security guidelines and procedures

e Computer Crime Policy Information about what constitutes computer criminal activity and
penalties

e Server Polic Governs the implementation of servers on the University network

e Wireless Deployment Management Policy Provides information about the structure of the campus
wireless technology

e Web Page Guidelines Guidelines for developing web sites and pages
e ResNet Policy Governs the use of Internet Services to on-campus residents.
e Toll Free Number Policy Use of Toll Free telephone numbers on campus

If you need assistance using the university’s computing resources, contact the Information Technology
Services Help Desk at 549-2002. Hours of operation for the Help Desk are Monday through Friday, 7:30 am to
5:30 pm.

| agree to adhere to all University Technology Policies as indicated above and understand that failure to do so
may result in the loss of my privileges to utilize the University’s computing resources. | further understand that
failure to adhere to the policies may result in corrective or disciplinary action up to and including termination.

Employee Signature Date
Form: 4/2019


http://www.colostate-pueblo.edu/its/policies/ElectronicPolicy.asp?lnb=facstaff
http://www.colostate-pueblo.edu/its/policies/PasswordPolicy.asp?lnb=facstaff
http://www.colostate-pueblo.edu/its/policies/EligibilityPolicy.asp?lnb=facstaff
http://www.colostate-pueblo.edu/its/policies/SecurityGuidelinesAndProcedures.asp?lnb=facstaff
http://www.colostate-pueblo.edu/its/policies/ComputerCrime.asp?lnb=facstaff
http://www.colostate-pueblo.edu/its/policies/Server.asp?lnb=facstaff
http://www.colostate-pueblo.edu/its/policies/WirelessDeploymentManagementPolicy.asp?lnb=facstaff
http://www.colostate-pueblo.edu/its/policies/WebGuidelines.asp?lnb=facstaff
http://www.colostate-pueblo.edu/its/policies/ResNet.asp?lnb=facstaff
http://www.colostate-pueblo.edu/its/policies/TollFreeNumberPolicy.asp?lnb=facstaff

2021 HSB 119 and HSB 117 Lab and Applications Resources

Operating Systems
- Dedicated Domain Controller (Running Win 2008)
- VM for Windows Server 2008-R2 and Server 2012
- VM Player
- Virtual Machine for Linux
- Virtual Machine for Win Server 2012
- VirtualBox

General Applications
- MS Office and Libre office application
- ABTutor

Specialized Applications and Security Software
- MS Project Professional
- MS Visio
- MysaL
- Heidi- SQL
- John the Ripper
- Kleopatra
- Helix
- Wireshark
- Nmap
- Sam Spade
- SuperScan

HSB-117-General Computer Lab Resources

- MS Office

- MS Project Professional
- MS Visio

- MysQL

- Heidi SQL



Colorado State University-Pueblo
HSB LABS, May, 2021

HSB 117 Lab




Colorado State University-Pueblo
Cyber Security Weblinks + Intelligence Agency Publications and Research

All CSU-P Faculty, Staff and students have access to many subscription-based on-line Cyber
Defense, Cyber Security, Information Security, System Security academic and practitioner
journals, book and related publications. https://www.csupueblo.edu/library/index.html

Cyber-Security, Cyber Defense website, links
https://www?2.fireeye.com

http://info.surfwatchlabs.com.
http://www.cybersecurityinformation.com/

Intelligence Agencies: Research and Publications

http://www.dhs.gov/topic/cybersecurity (CIS 460, click on Cyber Security Overview, for CIS 461, click Cyber
Incident Response)

https://www.ivytech.edu/cyber-security/index.html (for Cyber Information Assurance (IA)

https://twitter.com/cyber security (Links to various recent Cyber security breaches)

https://www.whitehouse.gov/issues/foreign-policy/cybersecurity

Wireshark Tutorial
http://searchsecurity.techtarget.com/tip/Wireshark-tutorial-How-to-sniff-network-traffic

National Security Agency (NSA)

https://www.nsa.gov/ia/

https://www.nsa.gov/research/index.shtml (NSA Research)
https://www.nsa.gov/research/publications/index.shtml (NSA Publications)
https://www.nsa.gov/careers/index.shtml (NSA Jobs and Careers)

https://www.nsa.gov/ia/index.shtml (Information Assurance)

https://www.nsa.gov/ia/ files/factsheets/143V Slick Sheets/Slicksheet Top10IAMitigationStrategies Web.pdf
(Top 10 I.A. Mitigation Strategies)

https://www.nsa.gov/ia/ files/factsheets/143V Slick Sheets/Slicksheet SegregatingNetworksAndFunctions We
b.pdf (NSA: Segregating Networks and Functions)

Federal Bureau of Investigation (FBI)

https://www.fbi.gov/

https://www.fbi.gov/stats-services/publications (FBI Report and Publications)
https://www.fbi.gov/scams-safety (Scams and Security)
http://www.ic3.gov/default.aspx (Reporting Internet Crimes)



https://www2.fireeye.com/
http://info.surfwatchlabs.com/
http://www.cybersecurityinformation.com/
http://www.dhs.gov/topic/cybersecurity
https://www.ivytech.edu/cyber-security/index.html
https://twitter.com/cyber_security
https://www.whitehouse.gov/issues/foreign-policy/cybersecurity
http://searchsecurity.techtarget.com/tip/Wireshark-tutorial-How-to-sniff-network-traffic
http://searchsecurity.techtarget.com/tip/Wireshark-tutorial-How-to-sniff-network-traffic
http://searchsecurity.techtarget.com/tip/Wireshark-tutorial-How-to-sniff-network-traffic
https://www.nsa.gov/ia/
https://www.nsa.gov/research/index.shtml
https://www.nsa.gov/research/publications/index.shtml
https://www.nsa.gov/careers/index.shtml
https://www.nsa.gov/ia/index.shtml
https://www.nsa.gov/ia/_files/factsheets/I43V_Slick_Sheets/Slicksheet_Top10IAMitigationStrategies_Web.pdf
https://www.nsa.gov/ia/_files/factsheets/I43V_Slick_Sheets/Slicksheet_SegregatingNetworksAndFunctions_Web.pdf
https://www.nsa.gov/ia/_files/factsheets/I43V_Slick_Sheets/Slicksheet_SegregatingNetworksAndFunctions_Web.pdf
https://www.fbi.gov/
https://www.fbi.gov/stats-services/publications
https://www.fbi.gov/scams-safety
http://www.ic3.gov/default.aspx

International Information System Security Certification Consortium (ISC)2
https://www.isaca.org/Pages/default.aspx

Central Intelligence Agency (CIA
https://www.cia.gov/index.html
https://www.cia.gov/library/publications (CIA Publications)

Credit Card Fraud Stats
HTTP:/ /WWW.STATISTICBRAIN.COM/CREDIT-CARD-FRAUD-STATISTICS/

Cyber Risk Mgmt / Disaster Recove Cyber Law
Cyber Risk Mgmt

Cyber Risk Network

http://www.cyberrisknetwork.com/

Information Systems Security Association
https://www.issa.org/

National Cyberwatch
http://www.nationalcyberwatch.org/

Contingency Planning/ Disaster Recovery/ Business Continuity
NIST Contingency Planning Guide for I.T. System (NIST 800-34)
http://ithandbook.ffiec.gov/media/22151/ex nist sp 800 34.pdf



https://www.isaca.org/Pages/default.aspx
https://www.cia.gov/index.html
https://www.cia.gov/library/publications
http://www.statisticbrain.com/credit-card-fraud-statistics/
http://www.statisticbrain.com/credit-card-fraud-statistics/
http://www.statisticbrain.com/credit-card-fraud-statistics/
https://www.issa.org/
http://www.nationalcyberwatch.org/
http://ithandbook.ffiec.gov/media/22151/ex_nist_sp_800_34.pdf
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